
The latest key cyber crime statistics, facts, and 
data from the industry’s leading resources

Cyber Crime Statistics 2025

How much the median 
ransomware payment 
skyrocketed by in 2024. 

32% of phishing 
impersonation attacks in Q4 
2024 used Microsoft’s brand 
and reputation to their gain.

The amount that’s been stolen via 
domestic and international business 

email compromise scams between 
October 2013 and December 2023.
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55% of brand 
impersonation attacks stemmed 

from companies’ own brands.

$600 is the 
average price of passport 
data on the dark web.

How much North Korean 
nation-state hacker group 

TraderTraitor stole from Bybit’s 
cryptocurrency exchange.

$1.5B

Cyber Security Statistics Data Sources:
Computer Crime Research Center (Jan 2024) 

Check Point Research’s Q4 2024 Brand Phishing Trends
FBI Alert Numbers I-022625-PSA & I-091124-PSA

NordVPN’s Dark Web Case Study
Perception Point’s 2024 Cybersecurity Trends & Insights

Sophos State of Ransomware 2024 Report

50% of BEC emails 
were crafted using generative 

AI technologies.

$55B

$1.5B

Cyber crime costs are 
expected to top this amount 

by 2025. 

$12T

500%


